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Abstract: This paper provides a short summary of the chang- ing energy resource and
energy demand characteristics in diverse social-ecological energy systems (SES). Examples
are given of worldwide challenges created by the societal objectives to divert climate
change, and to, at the same time provide reliable energy services at reasonable cost. Given
unique temporal and spatial challenges of these systems, we suggest that one must from
the beginning consider an SES as a social ecological technical system (SETS), and re-think
producing, consuming and delivering en- ergy as a new complex operations and planning
problem. If this is not done, it will become impossible to align often conflicting objec-
tives. We describe how, starting from the first principles, one can utilise a unified mod-
elling of general energy systems for implementing transparent data-enabled distributed
protocols for interactive power balancing and delivery at the right rate. We document
how having such data-enabled protocols would significantly increase the utilisation of the
existing electric energy systems infrastructure, and provide signals for its enhancing at
value. Potential benefits measured in terms of social welfare, service quality and cost are
illustrated.
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technical systems (SETS), protocols for distributed autonomous electricity service, digitisa-
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I. INTRODUCTION

Currently we are witnessing worldwide difficult, often volatile, energy
provision problems. During holidays US customers were asked to conserve
power and reduce their heat; not long ago Texas consumers had no power
during cold winter snap; Puerto Rico population repeatedly loses power
during extreme weather conditions; many developing countries have been
accustomed for a very long time to use electricity only when available,
namely service beingavailable only when generation is available. Europe has
most recently been deprived of expensive energy services due to geopolitical
conflicts, as have other war torn countries. There have also been service in-
terruptions caused by physical and cyber attacks on infrastructure.

To make matters worse, these problems are becoming more frequentalt-
hough only very few conventional energy resources are actually getting of-
fline for retiring. They have so far fallen under the category of ,,very low
probability high impact events. The problem is likely to worsen as at-
tempts are being made to meet zero carbon energy services as the genera-
tion mix becomes more intermittent and the conventional power plants no

longer supply power.

A. The need for rethinking energy operations
and planning paradigm

In parallel with these highly visible service problems, there have been on-
going R&D e fforts toward reverting cli- mate change by deploying many
distributed energy resources (DERs), such as houscholds with their own
roof top solar photo-voltaic (PVs) and back-up generators; price-responsive
demand consumption; even utilising very small storage appliances, such as
HVAC:s, electric water heaters, electric vehicles (EVs), for regulating fre-
quency and voltage caused by power imbalances around the scheduled gen-
eration for predictable system demand [1]. Probably the best known and
the earliest was the homeostatic control vision by the late Fred Schweppe
with his colleagues at MIT more than three decades ago [2]. Much R&D
effort has gone since into conceptualising sensing and automated control
of DERs, so that they self-adjust as per needed basis.

These concepts have been shown using simulations mainly, and by car-
rying out very few small scale pilot projects. Utilities operating distribution
systems have not considered systematically new ways of integrating the ef-
fects of very large number of DERs when assessing options to serve their
customers. Reasons for this are numerous, including: 1) wanting to carry
out top-down service by pre-programming the equipment based on
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historical power usages; 2) thinking of these effects as having insignificant
effects on electricity service; and, 3) not seeing the need to fix something
that is not broken. Unfortunately, the current challenges with energy ser-
vices clearly indicate that something is broken, and that there exists an ob-
vious need to rely on all possible resources as system conditions vary. Nota-
bly, some utilities are working with their customers on installing higher
efficiency electic loads, such as heat pumps; these are most frequently
not programmed to respond to system conditions and/or price of elec-
tricity [3]. This means that they are not equipped with automation for
adjusting when most needed. Electric distribution grids, in particular, can
and should consider deployment of data- enabled normally-open switches
(NoS) and/or normally-closed switches (NcS) which are likely to become
instrumental in re-routing power within the distribution grid to accom-
modate power delivery from other resources when local resources fail to
do so due to intermittent power provision or due to equipment failures.
Research has shown that it is possible to assess the impact of certain number
of such switches on the improvements in electricity service, notably during
low prob- ability high impact events [4], [5]. Aggregation of many small
geographically dispersed DERs is often not implementable because distri-
bution grid protection is still programmed mainly under the assumption
that power flows uni-directionally from a substation to the end users con-
nected to the local feeders.

On the bulk power systems (BPS) side, there has been on- going re-
search toward enhancing just-in-time)JIT), just-in- place (JIP) data-en-
abled decision-making computer applications to assist system operators
to make the most out of what is available [9], [10]. Instead of utilising
generation for the worst-case single, or double outage ((IV — 1) or (N —
2) reliability standards [6]) and requiring much reserve in case these oc-
cur, methods were proposed for doing optimisation to compute quickly
the key constraints to feasible power delivery during these contingencies
and actions to overcome by most effective adjustment of the remaining
controllable equipment ratter than creating ,,proxy* limits to physical lim-
its of hardware, like transmission line flows [11], [12]. This can replace
the need for conservative local reserve allocation. Instead, during extreme
events reliable service can be provided at a regional level, rather than state
by state. BPS operators and planners rarely account for effects of DERs
at the point of connection (PoC) between them and distribution grids.
Unfortunately, the same way as with distribution systems, implement-
ing innovative solutions, in particular these low- hanging fruit decision-
making software and statistical learning about the system demand and
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conditions, has been rather slow, almost non-existent. The (Independ-
ent)System Operators ((I)SOs) have continued to use DC power flow,
and, in the electricity markets DC Optimal Power Flow (DC OPF),
while fully aware of the fact that most binding constraints to delivering
power over far electrical distances have been voltage/reactive power
problems. The decisions on by how overcome voltage-related delivery
problems between different supply-demand parts of the system are left to
the (I)SOs; as such they cannot be reproduced, and have led to must
run generation units, and out-of-market dispatch [8].

II. THE DANGER OF STATUS QUO AND
POSSIBLE WAYS FORWARD

Utilities are still required to serve as the providers of the last resort. At the
same time, they will have to, more often than in the past, deal with major
weather-related service disruptions, because it is becoming harder and harder
to accurately predict demand and plan for extreme events. Also, with the elec-
trification, peak demand will increase, and probability of disruptions will in-
crease significantly. This situation clearly points into the basic need to utilise
all available resources as much as possible. In simple terms, it is insufficient to
consider BPS level large-scale conventional generation as the only resources
responsible for enabling reliable service. Given maturity of sensing and auto-
mation, utilities will do much better by transforming themselves into cyber-
physical systems (CPS) in which data-enabled on-line decision-making is key
to flexible utilisation, all else being equal. Reliable service and using clean re-
sources do not have to be conflicting objectives. There exists a break-even
point at which the cost of pollution balances with the ability to avoid service
interruption. There exists also a way to assess different technologies, hard-
ware and software, for their ability to enhance benefits in operations versus
incremental cost of enhancing the infrastructure [13]. There exist even per-
formance-based regulatory pricing, such as peak load pricing which establish
value from these enhancements [14].

The time has come to think of electric energy service rather than kW
hour as a volumetric quantity. Because of intermittency, and because of re-
quiring both distribution systems and BPS to deliver power flow patterns
for which they were not originally designed, the time has come to have op-
erations and planning for best electricity service. Instead of building for as-
sumed demand, it becomes essential to have interactive information ex-
change between grid users and the grid operators. This must be done at the
level of granularity sufficient to extract the most out of what is available.
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A. Today’s approach to operations and planning for reliable
and resilient electricity services

The bulk power systems (BPS) have different planning and operating
practices than the distribution systems, as summarised next.

1) Basic functions performed by the control centres in BPS: Today BPS
have established computer applications in their control centres for meeting
the NERC/FERC reliability criteria [6]. To briefly review, and set the basis
for understanding the evolution and new opportunities offered by the in-
creasing penetration of DERs at the distribution system levels, we take a
step back and recall that in today’s industry electricity service is provided
by performing five (5) functions. These are: 1) scheduling controllable con-
ventional generation to supply predictable system demand; 2) supplying a
bit more generation to compensate for Joule losses in the delivery grid;

3) scheduling so that the power delivery is feasible, namely that there is
no grid congestion, namely the power delivery is within the allowable ther-
mal line flow limits and equipment voltage constraints; 4) having sufficient
regulation reserve to compensate hard-to-predict system demand devia-
tions from predicted demand patterns; and, 5) having sufficient reserve to
not interrupt customers at least for 30 minutes following any single, or dou-
ble, BPS outage. The control centres of a BPS have computer applications
for assisting system operators with performing these functions [15].

2) Basic practice in operating distribution systems: Notably, it has been
shown that there is very little assurance that small distribution grid users will
have the reliability standards required by their states, such as SAIDI and
SAIFI, met based on the BPS control [16]. Despite this recognition, distribu-
tion systems are mainly based on pre-programming controllable equipment for
seasonal demand, and under the assumption that the only power comes from
the substations connected to the BPS and that these point of contact (PoC)
are effectively ideal source which provide perfect AC frequency and voltage
while sending power to the distirbution systems. Minor service interruptions
in localised part of the grid are created mainly by trees touching equipment
during bad weather. Utility, sooner or later, learns about the service interrup-
tion and sends engineers to repair the failed equipment. As a rule, there are no
alternate paths from PoC to small end users, and when a substation itself gets
disconnected, all customers lose power, the case of recent North Carolina ser-
vice interruptions [17]. Substations are becoming favourite places for both
physical and cyber attacks, and, they mainly lead to major service interrup-
tions. The BPS cannot prevent this problem from happening since there is
simply no viable alternate path. NoS and NcS are instrumental to supporting
power delivery from other neighbouring substations [4], [5].
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[II. DIFFERENT WAYS OF ENABLING DECARBONIZATION

To move forward, it is necessary to establish systematic guidelines for
integrating new technologies, in particular clean DERs within the legacy
electric energy systems. These are being added to both the BPS and into
lower-voltage level grids, such as distribution systems and even by building
local microgrids. Since many of these new resources are often third-party-
owned, grid planners and system operators need to establish transparent,
technically- and economically- justifiable protocols for their integration. As
described earlier in this paper, today’s interconnection standards are sys-
tem- specific and generally do not provide quantifiable ways of determining
ranges of energy, power, reactive power and their rates of change so that
feasible and robust electricity service is ensured. A particular challenge con-
cerns very high-impact low-probability events, which are becoming more
frequent as a result of extreme weather and hard-to-predict cyber- and
physical-infrastructure attacks [18] One can not neglect possibility of
wide-spread life threatening events which can be created by targeted cyber
attacks and even electromagnetic pulse storms, documented through state
exploration programs. While the industry is currently not charged with
preparing for higher than (N — 2) events, it is important to be prepared for
providing at least critical service during such extreme events. More gener-
ally, as system conditions vary, it is necessary to support gradual
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Fig. 1. Basic social-ecological system core variables and their interactions [19]
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degradation of service rather than have wide- spread loss of service. Later in
this paper we describe how this might become possible with the approach
proposed here. Although one of the main ideas in this paper is to describe
how distributed automation and digitisation can play a major role in mak-
ing the most out of any given social ecological energy system, for this to be
done in an effective way it is necessary to pose this objective in the broader
context as with any other technologies.

IV. SOCIAL ECOLOGICAL ENERGY SYSTEMS (SES)

We start by posing the problem of enabling reliable and cost-effective elec-
tricity service as the problem of making energy systems sustainable in the
same sense as any other SES. This is done by viewing these systems as complex
systems comprising many diverse ecological groups of resources (RS); and
socially-diverse groups of users (U),all governed by a particular governance
system (GS). This view is much the same way as Elinor Ostrom used to in-
troduce her general framework for assessing sustainability of an SES Figure 1
[19]. The RS, U, and governance system (GS) form core variables of an SES,
and their attributes which determine sustainability represent second-level
core variables. Notably, there exist key second-level variables contributing the
most to the overall sustainability of an SES, Table 1 in [19].

In this section we introduce a generalized architecture of the evolving
energy systems which, instead of RS, U and GS comprise physically inter-
connected subgroups of resources and users by means of man-made infra-
structures, with their own sub-objectives and data-enabled decision-mak-
ing and information exchange with other subsystems. We then describe
how to use the general notion of second-order core variables introduced for
any SES, and give examples of such variables for assessing performance of
any given social-ecological- technical system (SETS). We then discuss po-
tential role of governance system in SETS for enabling good performance,
we give examples of three qualitatively different architectures and the inter-
action variables within these SETS.

A. Fundamental complexity of an end-to-end electric power inter-
connection SETS architecture

The electric power-, gas- and other energy carrier grids are man-made
physical- and cyber-network infrastructures enabling the interactions be-
tween RS and U in a general electric energy system sketched in Figure 2 [9].
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Fig. 2. Fundamental complexity of an end-to-end physical-/cyber electric
energy system [9]

The man-made power grid makes the representation of an SETS more com-
plex than the representation of an SES shown in Figure 1. Shown is the
physical infrastructure which is generally a physical interconnection of the
central extra-high-voltage (EHV) mesh network (orange solid lines), via
step-down transformers to high voltage (HV) sub-transmission and me-
dium voltage (MV) distribution radial grids (purple solid lines) and further
down to low voltage (LV) distribution grids and microgrids [9]. Dotted red
and blue lines represent the SCADA data flow, in today’s bulk power sys-
tems and the missing in lower voltage networks, respectively. The red ,,dy-
monds® represent cyber (data sensing, processing in support of decision-
making and control) embedded within the core variables. Today most of
the BPS core variables (RS and U) have somewhat standardized cyber, in-
cluding the Energy Management System (EMS) collecting SCADA data,
using different computer applications (such as economic dispatch, power
flow analysis, and alike) and sending commands for generation scheduling.
Finally, it can be seen from Figure 2 that there are many new DERs with
their own cyber, mainly embedded closer to the small end users. The spatial
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Fig. 3. Real-world distribution feeder in Portugal [9]

complexity of an SETS is two-fold: Horizontally, there are several intercon-
nected BAs, as shown in Figures 3 and 5, each of which with the basic hier-
archical structure shown in Figure 2. Vertically, in each BA there are many

Fig. 4. Candidate solar-based iBAs secking interconnection with
the main BPS in Portugal
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Fig. 5. The US BPS interconnection comprising several large BAs [6]

candidate iBAs. Shown in Figure 4 are candidate solar iBAs secking con-
nection to the main grid. In today’s industry this very complex end-to-end
SETS comprises large subsystems known as the Balancing Authorities
(BAs) shown in Figure 5 for the US interconnected system. Integration of
third-party sub-systems shown in Figure 4 leads to embedded nested archi-
tecture of smaller intelligent Balancing Authorities (iBAs) within the exist-
ing BAs. Shown in Figures 6 and 7 are a general nested architecture of the
evolving SETS and a small example of transforming RS, U interconnected
by electric power grid into interconnected iBAs, respectively [20], [21].

B. Key role of aggregating ,,flat“ SES to multi-layered inter- act-
ing composition of iBAs

The hierarchical complexity in today’s industry in systems comprising
horizontally-composed BAs and vertically- organized transmission- and
distribution-systems within BAs, has been managed by spatially and tem-
porally decom- posing these entities and managing each level hierarchically
under major assumptions, such as weak spatial coupling between horizon-
tally-organized BAs, and temporally- decomposed vertically-organized en-
tities. They cyber designed has greatly simplified under these assumptions
[22].
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Fig. 6. Nested end-to-end architecture comprising lower levels iBAs and higher
level larger BAs [9]

As the industry is evolving into a composition of interacting iBA s, it is
no longer possible to ensure validity of these hierarchical arrangements. In-
stead, hierarchies are becoming nested, Figure 6 and are interacting more
dynamically. Shown in Figure 7 is a sketch of a small BPS SETS comprising
conventional RS and U (drawn in black). Embedded into this BPS are
DERs of diverse types (green lines), including price responsive demand. it
is then shown how this ,,flat“ SETS with clearly defined RS and U, evolves
into a nested system with aggregated iBAs.

In summary, wes tress that one of the most important second-level core
variables are clearly identified boundaries of the groups of components with
common performance objectives. This is teh main reason for having intro-
duced a notion of technology-agnostic iBAs, and then defining their inter-
action variables with the rest of iBAs within an SES. Unique to the energy
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systems is that their alignments must be temporal, spatial and functional,
otherwise the system may not be feasible and/or it may be overly sensitive,
non- robust to even small deviations from assumed conditions and specifi-
cations.

Once this is understood, it becomes possible to assess different hardware
and software technologies which can help the given SES become more sus-
tainable. This then becomes the problem of designing an SET'S for sustain-
ability. This high-level conceptualisation helps tremendously in assessing
potential of different technologies for making the most out of what is eco-
logically available and socially acceptable to the governance and the users.

V. UNIFIED APPROACH TO MODELLING THE INTERAC-
TION DYNAMICS WITHIN AN ENERGY SETS

So far we have conceptualized an architecture of any SETS as a gen-
eralization of an SES into a multi-layered system comprising intercon-
nected iBAs. In order to capture their unique temporal and spatial charac-
terisation we next view them as complex end-to-end interactive multi-
layered dynamical systems comprising diverse subsystems, named, iBAs.
These iBAs, much the same way as the core variables in any SES, are char-
acterized by their second-level core variables. We observe that the second-
level core variables most desired to support sustainable SETS are the ones
which align the technical, economic and environmental sub-objectives of
iBAs with those of the other iBAs. Notably, selecting man- made technolo-
gies to support sustainable interactions requires modelling of the interac-
tions of iBAs with other iBAs. To assess how well the interactions are
aligned, we utilize a unified notion of interaction variables for any given
iBA in terms of physically interpret-able energy dynamics. These are based
on the first principles and are technology and system- agnostic and can sup-
port performance at value, discussed next.

@ Wind
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Price-
4\ responsive Gas
loads

Coal

Bus 1

Bus 3

Bns 3

Photovoltaic@ l PHEV |7
Storage

Fig. 7. The evoluting from ,flat“ SES into a composition of interacting iBAs [21]
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A. Technology- and system-agnostic interaction variable
representing iBAs

The aggregate variables characterizing any iBA are stored energy and
rate of change of stored energy. The dynamics of these aggregate variables
have been shown to satisty the following model

EE=-Z 4 p©) 1)
PO = 4E,(t) - 4(t) (2)

where E(z), and p(#) are aggregate state variables, stored energy and rate

. . . . E
of power coming into the iBA, respectively. The term — — represents

Joule losses of the iBA, the term E,(z) represents energy in tangent space,
and it has an intuitive interpretation related to exergy, namely to the poten-
tial to do work [24]; the term 4(#) represents rate of change of power
which does not perform real work, namely it reflects the impossibility to do
work without increasing entropy, known as anergy [24]. Power p(#) can
be sent from the neighbouringiBAs P(z), or it can be injected internally
by some local controller P,(#), namely

p() = P() + R(t) 3)

Similarly, rate of change of generalised reactive power [23] can be de-
composed into the component stemming from the neighbouring iBAs Q
(#) and/or from the internal controller @ #(#), namely

qg®) = Q@) + Q,(t) 4)

Our earlier work concerning interaction variables was recently summa-
rized in detail [25]. It is described in this article how, looking in a hindsight,
one can start from the first principles and define interaction variable as an
aggregate variable whose properties are a direct expression of conservation
of energy dynamics. In short, when disconnected from the rest of the sys-
tem, an iBA conserves its own energy. When connected to the other iBAs,
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it must satisfy instantaneous power balancing and the rate of change of gen-
eralised reactive power It can be seen from the dynamics of aggregate varia-
bles £(#) and p(#) that they are function of themselves and the rate of change
of iBAs interaction variable z (#) where

2(6) = [P(®) QO] (5)

While iBAs can be quite complex themselves, their interaction with the
rest of the system can be captured by writing the dynamics of the aggregate
variables in a modular way for each iBA, and then stating that in order for
the interconnected system to be feasible and stable the rate of change of
their interaction variables must balance. For the simplest case of one re-
source (RS), interconnected via transmission line (iBA 1) to one user (U)
(iBA 2) the interconnected system model takes on the form

de((t) _  Eq
O _E (0 (6

2 = 4E,1 (1) — 2 (8) (7)

dE;(t) _  Ep
o =5, TrO®©

220 — 4E,,(8) — 42(2) (9)

When there are no internal controls inside iBAs, pi(2) = Pi(2), p2(2) =
Py(2), 41(2) = Q1(t) and 42(2) = Q,(t). For the interconnected system
to be feasible rate of change of interaction variables must be equal, namely

P1(t) + Pz(t) =0 (10)
and

Q:(t) + Q2()=0(11)
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In our work up to date we have shown that it is sufficient to characterise
outputs of any component comprising the system. Coupled model given in
Equations (6)—(11) is the new unified energy dynamics model.

VI. PRINCIPLES OF DATA-ENABLED SENSING AND
CONTROL FOR SETS

The piecemeal process of decarbonization is already under way, without
having a holistic understanding of its objectives and feasibility of achieving it.
The debates have become highly ideological and biased, ranging from extreme
proposals that there will be one solution solving it all; for example, proponents
of demand side efficiency and response are exchanging endless emails focusing
on this particular aspect of solution [26]; there are also many expressing con-
cerns that the climate change objectives are simply not achievable [27].

To overcome this endless non-constructive debate, in this paper we pro-
pose that it is possible to utilize the unified modelling of the evolving elec-
tric energy systems to assess their sustainability. Of particular interest is to
understand potential of innovation, both hardware and software, in enhanc-
ing their performance. While the qualitative characterization of perfor-
mance is very similar to the one put forward by Elinor Ostrom, the unique
challenges in these systems come from the need for quantifying the desired
second-level core variables, key to good performance of any SES. This can
be done by assessing spatial, temporal and functional alignments of the in-
teractions between R, U and GS, shown in Figures 1 and 2 represented as
interactive mathematical models of type given in Eqns. (6)- (11). These
models can be used to interactively in feed-forward manner check the
power flow feasibility when iBAs are interconnected [28]. This recognition
becomes the key to embedding most effective man-made technologies and
transform any given SES into as sustainable as possible SETS. Enabling an
SES with many man-made infrastructures and their data-faciliated func-
tionalities, sketched in Figure 2 [9]. On the contrary, if these interactions
are not aligned, much will be wasted. The main objective of distributed au-
tomation embedded within the R, U, GS is to enable implementation of
these alignments to as large extent as possible.

The process of assessing potential of technological innovations in elec-
tric energy systems can be supported by proposing the following three basic
principles [29].

— Characterize all (group of) component(s) (subsystem) in terms of
transparent, unified outputs for their technical, economic, and environ-
mental potential performance when connecting to the system.
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— Generalize today’s Supervisory Control and Data Acquisition
(SCADA) of today’s BPS to support protocols (interactive multi-layered
information exchange) over multiple time horizons, in a feed-forward and
teedback manner, over a stratum of time horizons for which performance
of the system is assessed.

— Establish data-enabled assessment tools based on conditions which
are sufficient to ensure feasible and robust preference of the interconnected
systems. Shown in Figure 2 for any time interval T in terms of a triplet in-
teraction outputs energy ET, power PT, and rate of change of reactive

power Qr [28].

VII. GENERAL DYNAMIC MONITORING AND DECISION
SYSTEMS (DYMONDS) FRAMEWORK FOR ASSESSING
PERFORMANCE OF ANY SETS

As described above, any given electric energy system can be thought of
as a data-enabled complex interactive dynamical system comprising many
iBAs. Conceptualizing the architecture this way is extremely helpful be-
cause it becomes possible to understand performance sub-objectives of dif-
ferent iBAs, and model their interactions. It becomes possible to think of
the problem of feasible and sustainable SETS as the problem of techno-
logical enhancements most effective in aligning interacting resources,
groups of resources, groups of users, within a given governance system. Gov-
ernance rules, rights and regulations (3Rs) themselves can be assessed and
further evolved to give incentives for supporting the second- order variables
most important for sustainability.

A. Assessing different architectures for their
support of decarbonization

Having taken this view it becomes quite straightforward to assess next
the same SES for its performance depending on the technological solu-
tions. Just to illustrate, we consider next

1) an SES without any technological solutions utilized; 2) SES with to-
day’s centralised operations and planning; 3) entirely decentralised; and 4)
enabled by an interactive DyMonDS which we have conceived some time
ago [9], [30]. It is quite important to recognize that there is no universal
technology which makes any SES system most sustainable. This, in turn,
implies that different man-made power grids for enabling physical interac-
tions between R and S within a given GS lead to different performance.
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— Social ecological energy system without any man-made infrastruc-
tures is clearly not feasible nor robust with respect to even small disturb-
ances. Only energy from local resources to the users can be provided.

— SES with today’s centralised operations and planning Shown in
Figure 2 is a typical modern-day electric energy system with large conven-
tional resources, interconnected by the EHV/HYV electric power grid and
connected further through substations to the large number of users in local
distribution systems. In the past users have consumed energy without re-
ceiving much feedback from the utilities concerning the need to adjust their
consumption. These systems have provided electricity service by unidirec-
tional sending power from resources to the users. A quick look at their
second-order variables reveals that there has not been significant temporal
nor spatial alignment between the resources and users. The alignment has
been achieved mainly by building a physically- strong electric power grid
and not relying on just-in-time (JIT), just in place (JIP) just-in context
(JIC) dynamic alignments of resources and users. Many other second- level
variables key to making the SETS sustainable are generally not a part of
planning and operating practices in today’s industry. The operating and
planning standards are fundamentally based on the worst-case determinis-
tic approach which requires setting aside large reserves [6]. The reserves are
typically not used in real-time except when certain worst case event, such as
large resource or transmission line contingency, takes place. Much has been
written by this author to document missed opportunities from not relying
on more dynamic allocation of such reserve as the operating conditions
change [20], [33]-[35].

As the conventional power plants are being retired, the more envi-
ronmentally-friendly intermittent resources, such as large utility-scale
wind- and solar-power plants are being deployed, the need for more flexible
utilization of what is available by means of data-enabled software for align-
ing interaction variables within the changing SETS becomes self-evident
[7], [32]. Notably, even the next wave of smaller-scale nuclear reactors and
other promising nuclear technologies will require more flexible system in-
tegration to avoid tripping these units through unaligned interactions with
the rest of the system. The problem of data-enabled integration of growing
scale of safe and reliable nuclear power deployment in support of decar-
bonization is an important R& D question which must be given major at-
tention.

This paper is written in part by wanting to point out this low-hanging
opportunities which can be made a reality in relatively short term manner.
Pursuing top-down highly centralised deterministic approach will make it
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hard to implement gradual degradation of service during extreme rare-
events such as hurricanes [32]. Planning will require much large-scale stor-
age to manage temporal uncertain- ties and huge investments in power grid
infrastructure to deliver power from often distant intermittent resources,
including EHV DC backbone grid estimated to cost more than $200 bil-
lion dollars in the US and similarly in Western Europe.

— Competitive decentralised operations and planning is considered
as an alternative architecture in which many distributed, often small-scale
energy resources (DERs), including demand response [26], are placed lo-
cally close to the users and are intended to serve them by forming local mi-
crogrids. This approach of defecting the utility grid and each household, or
neighbourhood, becoming an iBA and serving itself using solar PVs, back-
up generation and storage (thermal, EVs), is appealing to many. However,
this architecture may end up experiencing significantto periodically post
the so-called hosting capacity for such resources [36].

NERC BA standards for AGC in place today are currently being ex-
tended to non-utility-owned iBAs. Such stan- dards effectively require each
iBAs to cancel the changes seen through the interactions with the neigh-
bouring iBAs. This architecture would become the one of many decou-
pled iBAs, a highly inefficient and unsustainable solution [31]. This archi-
tecture itself goes against the very funda- mentals of supporting cooperative
alignment of second- order variables needed for efficient decarbonization.
Becasue of this, the emerging decentralzied architectures require much re-
thinking about governance and design of 3Rs in which all iBAs have clearly
defined boundaries and are incentivized to go beyond strictly competitive
integration. A drastic example is the problem of expecting today’s utilities to
still remain providers of the last resort, when local resources fail to provide
expected service. Utilities can simply not do this and stay financially feasi-
ble as the scale of DER deployments increases to meet the environmental
objectives, another major R&D question which must be studied.

— DyMonDS-based architectures are a natural extension of today’s
utility systems needed to plan and operate in a sustainable manner large
amounts of clean DERs within low voltage distribution grids and re con-
figurable microgrids. This must be done without endangering the back-
bone bulk power system production, consumption and delivery of power
from large utility-scale, often electrically far from the substation level
points of con- tact (PoC) with lower voltage level substations. As the
utility BPS level power flow patterns change due to changing generation
and demand mix, there are already major concerns that the reserves re-
quired in the past are significantly reduced. An obvious short-term solution
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to this problem is to begin to enable lower-level DERs and users, and the
grid itself with the distributed interactive data-enabled minimally coordi-
nated autonomy [29]. Instead of setting rigid interconnection standard
constraints on hosting capacity, it is important to havea DyMonDS-
based system in place in which self- adaptation and protocols using
minimal information ex- change in terms of interaction variables support
their cooperative alignments. Due to space limitations we do not discuss
how such protocols led themselves to highly distributed autonomous
multi-layered control. The higher layers utilize unified energy dynamics for
deriving control logic needed to align the rate of change of interaction
variables Z(t) defined in Eqn. (5). The energy dynamics of the inter-
connected systems shown in Equations(6)—(11) lends itself to defining
the control problem operating problems in real time without embedded
data-of aligning interaction variables z(#) among iBAs as enabled sup-
port to self-adjust and align local resources and users. At present, there are
interconnection standards which limit the presence of such local DERs in
the distribution systems. Utilities, on the other hand, are required a prov-
able linear control problem, it becomes possible to have provable perfor-
mance in an otherwise highly complex multi-layered system, and build con-
fidence in the performance of novel re configurable microgrids, for
example [37]-[39]. The higher layer control design of aligning energy dy-
namics is technology agnostic. The Implementation of the actual internal
control of P,(#) and Q #(#) (recall Equations (3) and (4)) is technology-
specific, and can be kept proprietary to the manufacturers as long as they
can specify the ranges of rate of change of their interaction variables prior
to interconnecting and, moreover, participate in self-adjusting to the rest of
the system.

VIII. A PATH FORWARD TO SUSTAINABLE
DECARBONIZATION: DISTRIBUTED AUTONOMY
WITHIN THE DYMONDS FRAMEWORK

DyMoNDS architecture helps make the case for embed- ding systemat-
ically data-enabled management of the changing electric energy systems.
Having a flexible JIT, JIP, JIC service is paramount to having desired sec-
ond-order variables in an SETS. Characterising the iBAs, as these evolve
and become nested within the existing utilities, requires major data-enabled
internalization by diverse iBAs themselves and minimal infor- mation ex-
change in terms of their interaction variables. This begins to form the ker-
nel of distributed interactive autonomy, in which having key information
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contributes in significant ways to decarbonization. There is a rapidly grow-
ing awareness of the need for end-to-end information exchange. Without
systematic foundations for protocols this quickly leads to an open ended
complexity in which information is not utilized for the right functionalities
required to have a sustainable SETS. In DyMoNDS-based cyber-physical
ecosystem data begins to be utilized systematically, to list just a few exam-
ples:

— Use of weather information for predicting clean power generation;
equipment status; system demand

— Adaptive load management for dynamic balance of sup- ply and de-
mand with least expensive and cleanest re- sources

— Minimizing the need for stand-by reserves while still ensuring reliable
high QoS electricity service (implementable preventive and corrective re-
serves)

— Minimizing the need for long-term capacity

— Enabling many DERS to participate in grid congestion management

— Data-enabled management of controllable T&D equipment to sup-
port most sustainable social ecological energy systems

— Resilient service during extreme events

The vision put forward in this paper represents qualitatively different
ways of data-enabled electric energy services. To manage more complex de-
sign and operations objectives, one must understand the trade-off between
communication/control complexity; market, technical outcomes; and
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Fig. 8. Embedded IoT/ML/AI DyMonDS-based computer platform [42]



Digitisation and Distributed Autonomy... 221

environmental effects. These are truly exciting complex systems problems
whose solutions offer hidden value of high tech without having to be a do-
main expert in specific generation, distribution, consumption technology.
Instead there is much need and opportunity to use knowledge from dynam-
ical systems, control, numerical methods, analytics, machine learning and,
ultimately, Al to enable feasible, efficient and clean services to the extent

possible.

Shown in Figure 8. is a sketch of our Smart Grid in a Room Simulator
(SGRS) which we have worked on developing throughout the years of
building our knowledge in support of DyMonDS framework. [40]. It has
become clear over the years of this research that the grid analytics becomes
crucial for effective use of digitalization. Pursuing a systematic path from
gathering data to I'T-enabled protocols in support of targeted system per-
formance can have a potentially large impact on decarbonization process.
Shorter term it can significantly help with resilient/robust electricity ser-
vice at the affordable price. Notably, DyMonDS framework lends it self
quite naturally to cyber secure implementation of data-enabled re-integra-
tion of DERs into legacy electric energy systems [41]. There are some exam-
ples of pilot proof-of-concept use of digitalization. How- ever, scaling up in
transparent ways requires sound principles for setting minimally required
information exchange proposed in this paper. DyMonDS framework sup-
ports solving a long- standing practical problem of growing housecholds in
a plug- and-play manner [43] without causing reliability problems, and do-
ing this in a cooperative efficient manner. This knowledge offers a major
opportunity which may not be ever materialized unless a focused effort to
setting up protocols based on the three simple principles put forward in this
paper is pursued. Perhaps the most urgent is to focused efforts on transform-
inga SGRS into a digital twin which might work [42]. Having such facility
will make many perhaps difficult-to-absorb concepts put forward in this pa-
per tangible illustrations using a carefully designed digital twin.
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